
F5 Distributed Cloud

Web App & API Protection 

Executive (CFO / CIO / VP of IT): 

• Security agility that complements modern development practices

• Unified and uniform security for diverse and distributed apps

• Lower TCO through integrated services approach & SaaS delivery

Line of Business (LoB) Leaders / Business Owners:

• ML powered SaaS security you won’t have to micromanage or tune

• Inheritable policy and controls that won’t change from app to app

• Repeatable and predicable security across apps and clouds

SecOps:

• Advanced, practical ML powered security that ensures max efficacy 
and alleviates workload on SecOps teams

• Single WAAP platform for centralised visibility, reporting, and control 

• Global threat intelligence and adaptive ML powered services
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Cloud-based 

protection for your 

distributed web 

applications, eases 

the burden and 

complexity of 

consistently securing 

apps across cloud, 

on-premises, and 

edge locations.

Cloud-delivered 

DDoS mitigation that 

detects and mitigates 

attacks before they 

reach your network 

infrastructure and 

applications​.

Bot protection for 

APIs and web and 

mobile apps. Defend 

against malicious 

bots and allow 

legitimate user 

traffic.. Ensure safe, 

fast, and seamless 

user experiences.

Discover and map 

APIs, block unwanted 

connections, prevent 

data leakage. 

Discovery endpoints 

mapped to your 

applications, allow-

or denylist unwanted 

connections, monitor 

for anomalous 

behaviour.

Web App Firewall Bot Defense DDoS Mitigation API Security

On-premises Edge

Consistent policy

Consistent policy

Consistent policy

Cloud

APIs Microservices Containers

Cloud-native

Network Effect via ML & Threat Intelligence via human expertise
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F5 Distributed Cloud

Web App & API Protection 
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Available in 3 different 

packages

• Web Application Firewall

• API Protection

• L3-L7 DDoS Protection

• Basic Anti-Bot Protection

• Secure Networking

• 2 Delegated DNS 

Domains

• 250 DNS Zones

• F5 Threat Campaigns

• 1M Client-Side-Defense 

Transaction 

• Active Health Check

• Unlimited Number of 

Endpoints

• Unlimited Throughput

• Unlimited HTTP RPS

Protection for Public Apps – Regional Edge

coming with the following functionalities

3 Apps

starting at $875 per 

app/month

9 Apps

starting at $467 per 

app/month

15 Apps

starting at $385 per 

app/month

Get started with F5 XC WAAP Packaged Offers

Protect your Apps

PREVENT

Web Shells 

and thus 

protect from 

Ransomware 

attacks.

PROVIDE

default 

protection from 

volumetric & 

network DDoS 

attacks.

MITIGATE

the most active CVEs like

CVE-2017-9841 (PHPUnit), 

CVE-2019-9082 (ThinkPHP), 

CVE-2013-6397 (Apache Solr) 

which tripled in volume 

in June 2023.

PROTECT

your Apps from 

Zero-Days with F5 

comprehensive 

signature set as about 

40% of attacks are 

target low score CVE.
Find out more on F5Labs – f5.com/labs
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